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Worries the new doctors can’t
provide appropriate treatment
without his medical history
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Every moment spent waiting for
records means unnecessary pain for

her partner
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85%+

Of adults have have had contact with a
healthcare professional in the past year.

990m+

Visits to physicians in 2015
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Problem

How do we help people retrieve their
Protected Health Information (PHI) in an
hassle-free and timely manner?
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HIPAA

Health Insurance Portability and Accountability Act (1996)

First piece of federal regulation establishing a set of
national standards for healthcare information transaction

*  Guarantees patients the right to see and receive a copy of
their protected health information
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Patient

A Complex System: Our Records Infrastructure
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Provider 1

Provider 2

Provider 3

Ideal
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Pat-i ent @ € ssesssseanaas

A Complex System: Our Records Infrastructure
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Provider 1

Provider 3

Reality
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Research
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Understanding the Issue

*  Background Research
»  HIPAA Law, HITECH Act
»  Advocacy Groups
»  Patient Blogs
»  News Articles

%  Experts vs the Everyday User
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6 30

Expert Interviews In-person Interviews
Including patient rights advocates, Most representative of the general
doctors, and healthcare law experts public
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180-

Online Survey
Respondents

Skewed population reflected in the
responses received
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Synthesis / Ideation
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Insights

Lack of engagement means
poor health literacy

Concern over discrimination
and identity theft

Empowerment through
action

People think about
healthcare when they need it

Complexity of our healthcare
system
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Intervention

Must be easily understood
without background
knowledge

Requires no identifiable
information

Give users agency and
actionable information

Engages users right at the
point the moment of need

Works within current systems
and laws
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Final Specifications

A simple and intuitive tool that a user can
engage right at the moment of need, which
requires no identifiable information, and
can give personalized and actionable
answers.
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Patient Verification Portal
Chatbot Health App Integration

Patient Forum

Doctor / Patient Checklist

Common Standards
Hospital Rankings

) Health Literacy Quiz
Centralized System

Health App Integration

Ideation
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The Footer

One-Pager
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“Low hanging fruit” ’

Impact

Effort
Selecting: Easy Wins
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Focus: Period of Transition

Person’s Health

Healthcare Engagement

-~

Time

Selecting: Maximizing Impact
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“I don’t think I’ll even seek it
out... | have a CPR refresher
app on my phone and | haven’t
opened it since the day |
downloaded it ”

Selecting: User Feedback
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Patient Verification Portal

E A technical problem outside our
scope / collective area of expertise

* Requires massive infrastructural
investment

Evaluating Ideas
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Health App Integration
Difficult to get 3rd party buy-in

Does not capture seriousness of
issues

Questions of access for the
economically disadvantaged

Health Literacy Quiz

No motivation or incentive to
engage

Doesn’t personalize to individuals
needs
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Intervention
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HHS Records Retrieval Guide

A step-by-step, plain language
guide for exercising your rights to
access healthcare records

Having trouble accessing your
healthcare information?

We can help.
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Too Complex -*°

Request
Records

Search For Questionable
Answers Source .

Irrelevant .,

A Current User’s Journey
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Go gle access my health records !, Q

Al News  Shopping  Videos  Images Gre Settings  Tools

About 303,000,000 results (0.73 second,

My Health Record

https:/myhealthrecord.com/ ¥

Your doctor has selected MyHealthRecord.com so you can access your medical records anytime,
anywhere, manage your office appointments, talk privately to

How can | access my health information/medical record? | HealthIT.gov
https:/www.healthit.gov/faq/h health i i d v

Apr 4,2018 - Under HIPAA you have access to your health records. There are ways to get access to
your protected health information. Find out the details ...

You've visited this page 2 times. Last visit: 4/11/19

Accessing Your Medical Records | AAFA.org
s asfacig dctesngyau edical e st T ————————— |

You have a right to access your medical record information. Follow these steps.

Your Medical Records | HHS.gov ~__
https://www.hhs.g p:
Access. Only you or your personal representative has the right {0

html ¥
ss your records. A health care

provider or health plan may send copies of your records to

Current Solutions
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MyHealthRecord.com

Your online door to your doctor's office

ScGreenay

TR How ca | acess myheth formatonimedes povw—

myhealthrecord.com

healthit.gov

aafa.org

hhs.gov
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access health records el

ults for access health records on HHS.gov

20 Records Mansosment | HiiS o9y

Individuals’ Right under HIPAA to Access their Health ...
Providing individuals with access to their health information empowers them to be in control of
decisions regarding their health and well-being.

From HHS
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From HHS
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fecores
fred FitGue

£ i i Guide £ oo ot £ i Guide

Exit Guide

£

You can take action.

What f

mat do you want your
records in? Here's a template you can
follow:

Who are you trying to get
Having trouble accessing healthcare information for?
Has your care provider agreed to

your healthcare
e provide you with a copy of the
records?
' Important: there are a few instances
We can help. / — when a care provider can deny access to
notes, or records held in ongoing.

© Bak

© Back
Dear [Doctor/Provider name),
englf 1 am writing to request copies of medical
— s am entites to uncer the Healtn
English | Espafil | | Tagalog Contact HHs English | Espaniol | 1 | Togalog Contact HHs englf engith | Espariol | 13 | Tagalog Contact s nglish | Espafiol | 1% | Tagalog ComtactHis
— |
English | Espariol | % | Tagelog Contact HHs

Simplifying the Process
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HHS Record
Retrieval — Resolution
Guide

Search For
Answers

Request
Records

A Future User’s Journey
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Retrieval
HHS  Guide

_/ Records
X

English | Espariol | 11" | Tagalog

You can take action.

Here's a template you can follow:

Dear [Doctor/Provider name],

| am writing to request copies of medical records | am entitled to under the Health Insurance Portability and Accountability
Act (HIPAA) through Health and Human Services (HHS).

I was last treated at your office [at facility] on [specify date] by [doctor/ care provider namel. |
request the following [or all] health records related to my treatment.

[List specific requested records if applicable]

I would like these records sent to me via email, a protected form of communication under HIPAA. To quote 45 C.F.R. §
164.530(c), “The Privacy Rule allows covered health care providers to communicate electronically, such as through email, with
their patients, provided they apply reasonable safeguards when doing so.”

I would like [state specific records] sent to me at [enter email address] within 30 days of when | filed my initial record
request, as specified by HIPAA. Also, under HIPAA, you may not charge me to prepare or send these records because they are
in a digital format.

If you refuse to meet my request within 30 days, or you inform me with a valid reason for a 30-day extension, | will be forced
to file a HIPAA complaint through the Office of Civil Rights at HHS.

I look forward to receiving the above records in the next 30 days. If an extension does occur, please let me know by phone or
email the date of their expected arrival.

Exit Guide

Contact HHS

Actionable Outcomes

HKS DPI 663: Tech and Innovation in Government | Team HHS
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Here's a template you can follow.
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https://docs.google.com/file/d/1c-PdlgXwjocMj0pFal3vBP30qCPq7fMZ/preview

Must be easily understood
without background
knowledge

Requires no identifiable
information

Give users agency and
actionable information

Engages users right at the
point the moment of need

Works within current systems
and laws

So... Why This?

HKS DPI 663: Tech and Innovation in Government | Team HHS

Clear, plain language

Non-invasive questions

Communication templates,
tips and resources

Answering the question as it
comes

No infrastructural or
legislative change needed

Tuesday May 14th 2019
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Intervention(s)
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Know Your Rights: The Health Insurance Portability and Accountability Act of 1996 (HIPAA) gives you rights with respect to your
health information.
To learn more, visit yourhealthyourrights.hhs.gov

The Footer
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f DEPARTMENT OF HEALTH AND HUMAN
SERVICES (HHS)
GETTING YOUR HEALTH RECORDS
CHECKLIST

STEP 1: SOME HOMEWORK

[_] Full or partial Records? Know what you are asking for.

[_] Be clear on the Number of Copies You are Looking for

[_1 Which Format? Here are some of the formats you can
receive your records in: a) your personal email b) snail mail ¢)
CD or a thumb-drive or d) in your patient portal.

STEP 2: CHECK YOUR ONLINE PATIENT PORTAL

[] Some of your health information might be available in your
patient portal,

(] 1f your provider doesn't have an online portal: a) Phone or b)
Visit the facility to know more.

STEP 3: GIVE YOUR DETAILS
] Once you have the form to access your records, fill in your
details such as name, address, hospital care provider.

KNOW YOUR RIGHTS!

Both HIPAA and HHS require health care providers
to give your records. This is YOUR right under the
law

DEPARTMENT OF HEALTH AND HUMAN
¢ SERVICES (HHS)
GETTING YOUR HEALTH RECORDS
CHECKLIST

STEP 4: PAY (OR NOT)

[_] Your provider may charge you a reasonable fee if: a) They
are mailing you a copy of your records or b) making electronic
copies of your paper records.

STEP 5: WAIT

[ According to the federal law, your prvider can take up to 30
days to issue your records.

[L1If your provider fails to provide it within first 30 days, they
should specify the reason for the delay and give a new delivery
date. This may take up another 30 days.

STEP 6: CHECK YOUR RECORDS
[_] Once you receive your records, check it for any errors. In case
of any error, contact your provider with a request to amend.

KNOW YOUR RIGHTS!

You can access health records on the behalf of your
loved ones if you possess the medical power of
attorney.

Doctors / Patient’s Checklist
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GOOgIe denied access to mothers health record $ Q

All News Videos Images Shopping More Settings Tools

About 45,300,000 results (0.96 seconds)

Records Retrieval Guide | Department of Health and Human Services

https://www.hhs.gov/hipaa/faq/recordsretrievalguide v
Apr 1,2019 As a personal representative, you have the right to access health records for a family
member or someone for whom you have power of attorney.... “If it is your medical information or your

mother's, and something ...

People also ask

Can you request medical records for a deceased relative? v
Can | be denied access to my medical records? v
Can | obtain my deceased mother's medical records? v
Can next of kin access medical records? v
Feedback

Search Engine Optimization (SEO)
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[ —————

= - Improved SEO

wing trouble accessing
Ithcare

you
information?

Empowered and
Engaged Patients

We can help.

Informed Patients

Nudges

Building A Network of Interventions

HKS DPI 663: Tech and Innovation in Government | Team HHS

Patient / Doctor Checklists

Record Retrieval Guide
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Affording .
Care .

. Broken .
. Marketplace

. Finding .
. Providers :

" Accessing
. Records

The Broader Issues
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Thank You!
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Appendix
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Having trouble accessing your
healthcare information?

We can help.
Having trouble accessing

your healthcare
information?

We can help.

Where to Implement Our Tool

HKS DPI 663: Tech and Innovation in Government | Team HHS

HIPAA for
Individuals

Filing a

HHS > HIPAA Home > Filing a HIPAA Complaint

Filing a Complaint -

Complaint Process

File a Complaint Online

What to Expect

File a Patient Safety Confidentiality
Complaint

HIPAA for % Nowsroom
Complaint Professionals

TextResize AAp | PrintiS  share ] E1 +

Filing a Complaint

If you believe that a HIPAA-covered entity or its business associate violated your (or someone else’s)
health information privacy rights or committed another violation of the Privacy, Security, or Breach
Notification Rules, you may file a complaint with the Office for Civil Rights (OCR). OCR can investigate
complaints against covered entities (health plans, health care clearinghouses, or health care providers
that conduct certain transactions electronically) and their business associates.

Complaint Process

Anyone can file a complaint if they believe
there has been a violation of the HIPAA
Rules. Learn what you'll need to submit
your complaint online or in writing.

File a Complaint Online

File your complaint electronically via the
OCR Complaint Portal.

Tuesday May 14th 2019
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Prototyping
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Prototyping
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PHI Now v

Layers

Pages
v eligibility short

eligibility long

Components
Check 31
Check 3.2
Check 3
Check 2.1
Check 2
Check 11
Check 1

Home

eligibi

e

Design

Background

E e T 1 ESESES

Local Styles

To create a style, select a layer
and click on the style icon in the
inspector panel,

100% ®

Prototyping
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Overall the functionality was very simple which [ liked ,,
but and provided me with a quick solution vs. a long
response and waiting period.

¢

I like how it leads you question by question rather than
being presented as a form where you fill out all of the
information on one page.

11

It's also good that the rules were included, so the

¢ student knows that the records can still be
emailed to him/her and he/she doesn't have to
physically go to the hospital.

»

I think it helps, but the patient needs to know
¢ togo access this site somehow before they call
the hospital and get upset.

)

User-Testing the Troubleshooting Guide
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Data Collection Details
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Experts

Interviewed 6 experts in the
fields of healthcare data,
patient advocacy, EHS and
HIPAA Law

HKS DPI 663: Tech and Innovation in Government | Team HHS

Daniel Sands MD
Co-founder, Society for
Participatory Medicine

Deven McGraw
Chief Regulatory Officer,
Ciitizen

Regina Holliday
Patient rights advocate

Tuesday May 14th 2019
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Being hacked is inevitable

Complaints about lack of
information infrastructure

People in great health don’t
care about health history

Fear of Discrimination

Common Online Poll Sentiments

HKS DPI 663: Tech and Innovation in Government | Team HHS

You + Your Health Data

We are a team from Harvard University partnering with the U. S. Department of Health and Human
Services to tackle some challenges surrounding our healthcare system. We're curious about your
attitude towards health data, experiences accessing it, and what you know about your rights— We

really appreciate your input!

NEXT

Never submi

it passwords through Google Forms.

is neither creat

ted

nor endorsed by Google, Report Abuse - Terms of Service

Google Forms

Tuesday May 14th 2019
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I asked for my health information from a well known,
large DC hospital and NEVER got a response.

(14 YY)

My doctors wouldn’t talk to each other, so | had to go
through many visits and repeat tests for a single issue.

(14 by

Old records were not available to get copies of.
¢¢  But they were important and relevant to my current
recently diagnosed situation.

I had to drive across town twice to get my child’s
€ record, when the doctor had moved and | was »
forced to leave the practice.

Online Survey Stories
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Locations

Harvard Square
Smith Center
South Station
Cambridgeside Mall

Length: 15-30 minutes

Question Topics (Followed This Template)

Demographics

Interaction with healthcare system
Thoughts on records

Changes they would like to see

User Interview Details

HKS DPI 663: Tech and Innovation in Government | Team HHS

Demographic information
= Name
> whether if you move around a lot
How often do you go to the doctor?
Have you ever had an experience where you had to access your healthcare
records, or someone else’s healthcare records? How did that go?
Do you care more about the privacy aspect or the convenience of accessing your
healthcare records?
Do you know about HIPAA/ what do you know about HIPAA?
How often do you think about accessing your healthcare information?
In the ideal world, how would you want your healthcare information to be shared?

When was the last time you visited a hospital, clinic or seen a doctor?
> Process?
> Documents?
How often do you go to the doctor's office?
How do you think about your personal health?
How much do you remember about your past medical history?
> Do you think it matters? ... Why?
= Do you think it's accurate? ... Why?
How's your ‘health’ literacy? (Can reference financial literacy)
What did you think about the check in process
The stuff that they made you sign? What was it that they made you sign?
When in your life do you think about health information?
Do you see any value in having your own healthcare data?
What do you know about your own medical records?
Do you know how to get access of your medical records if you need to get there?
How often do you think about your healthcare records? Why?

Tuesday May 14th 2019
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I’m still under the impression that it would be a ream
of paper” (in reference to her old medical records)

(14 YY)

« UPMC sends so much stuff to be honest. The ’
information is there all of the time. | don’t really know

and | don’t have any interest to be frank.
It is their medical record, and we are just holding

€ their medical record for them. But it’s the medical ”»
record they own.

Without transparency of data, and being an
¢ informed consumer, you can’t stop bad things »
from happening to you.

User Interview Quotes
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| Cases Currently Under Investigation

This nade lists all breaches reported within the last 24 manthe * jat are currently under investigation by the Office for Civil Rights.
Show Advanced Options
1 Breach Report Results “ b é Q
Expand Name of Covered Entity ¢ State ¢ Covered Breach Type of Breach Location of Breached Information
All Entity Type ¢ Submission
Date ¢ |

L] AccuDoc Solutions, Inc. NC Business 2652537 11/27/2018 Hacking/IT Incident = Network Server
Associate

o lowa Health System d/b/a UnityPoint Health 1A Business 1421107 07/30/2018 Hacking/IT Incident = Email
Associate

o Employees Retirement System of Texas X Health Plan 1248263 10/15/2018 Unauthorized Other

Access/Disclosure

] UW Medicine WA Healthcare 973024 02/20/2019 Hacking/IT Incident = Network Server
Provider

] CA Department of Developmental Services CA Health Plan 582174 04/06/2018 Theft Paper/Films

] CNO Financial Group, Inc. IN Health Plan 566217 10/25/2018 Unauthorized Other

Access/Disclosure

o Health Management Concepts, Inc. FL Business 502416 08/22/2018 Hacking/IT Incident = Network Server
Associate

[} Airway Oxygen, Inc. MI Healthcare 500000 06/16/2017 Hacking/IT Incident = Network Server
Provider

)] AU Medical Center, INC GA Healthcare 417000 08/16/2018 Hacking/IT Incident = Email
Provider

o Columbia Surgical Specialist of Spokane WA Healthcare 400000 02/18/2019 Hacking/IT Incident = Network Server
Provider

] UConn Health CT Healthcare 326629 02/21/2019 Hacking/IT Incident = Email
Provider

[} SSM Health St. Mary's Hospital - Jefferson City MO Healthcare 301000 07/30/2018 Improper Disposal Paper/Films
Provider

o Women's Health Care Group of PA, LLC PA Healthcare 300000 07/15/2017 Hacking/IT Incident = Desktop Computer, Network Server
Provider

[} Oklahoma State University Center for Health Sciences OK Healthcare 279865 01/05/2018 Hacking/IT Incident = Network Server
Provider

[] Med Associates. Inc. NY Business 276057 06/14/2018 Hacking/IT Incident Desktop Computer

Provider’s Perspective
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The Patient Experience...Visualized
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/ Diagnosis
Primary Care | Specialist 1 Healthy /

Illness | Physician Managed

Treatment

Ideal Patient Experience
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/ Diagnosis
Primary Care specialist I Healthy /

Slblisss | Physician Managed

Treatment

Out of Network
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Specialist Lt Specialist

Illness a Pri mar.y .Care / .
Physician .

Healthy /
Managed

Second Opinion
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Illness —

Emergency

HKS DPI 663: Tech and Innovation in Government | Team HHS

Primary Care
Physician

/ Diagnosis
|

Treatment

Emergency Room

Healthy /
Managed
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